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(2) BT EFF: £ English

debian O

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - FX(EH) [~]
Chinese (Traditional) - ()

Croatian - Hrvatski ||
Czech - Cestina

Danish - Dansk =
Dutch - MNederlands ||
Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - Jefogema

German - Deutsch

fraal El e i ]

Screenshot Go Back H Continue
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debian O

Select your location
The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:

Hong Kong il

India

Ireland
Israel [l
New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zambia

Zimbabwe
other =

Screenshot Go Back H Continue
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~ debian 9

Configure the keyboard

Keymap to use:

Belgian

[>)

Bosnian
Brazilian m
British English

Bulgarian (BDS layout)

Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual
Catalan

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

Esperanto [~

]

Screenshot Go Back H Continue
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Load installer components from CD

_ Loading additional components

Retrieving lilo-nstalier
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hosthame:

[debian|

Screenshot

Go Back H Continue

(&) HW#: WLLHCHA

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often

something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.
Domain name:

[debianl

Screenshot
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Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Mote that you will not be able to see the password as you type it.
Root password.:

(12345678

Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to venfy:

[12345678 |

Show Password in Clear

Screenshot Go Back l[ Continue
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Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for

emails sent by this user as well as any program which displays or uses the user's real name. Your full
name is a reasonable choice.

Full name for the new user:

[dedian ]

Screenshot Go Back H Continue
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Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should
start with a lower-case letter, which can be followed by any combination of numbers and more lower-
case letters.

Username for your account:

[Gedian]

Screenshot

Go Back H Continue

(11) WEH %W

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.
Choose a password for the new user:

(123456

Show Password in Clear

Re-enter password to verify:

Please enter the same user password again to verify you have typed it correctly.
(123456

Show Password in Clear

Screenshot

Go Back H Continue
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debian O

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot

Go Back H Continue

(13) EFEI XML : B PRI R &
debian 9
Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.
Select disk to partition:

SCSI1 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtual 5

Screenshot
(14) EFHERTT L X

Go Back H Continue
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Partition disks

Selected for partitioning:
SCSI1 (0,0,0) (sda) - VMware, VMware Virtual S: 21.5 GB
The disk can be partitioned using one of several different schemes. If you are unsure, choose the first

one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /fhome, fvar, and ftmp partitions

Screenshot Go Back H Continue

(15) &+ “Finish partitioning and write changes to disk”

debian O

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCS| volumes

= SCSI1 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtual S
= #1 primary 19.3GB f extd i
= #5 logical 2.1 GB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

[ Screenshot l [ Help l
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debian O

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make

further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as extd
partition #5 of S5CSI1 (0,0,0) (sda) as swap

Write the changes to disks?

) No

Screenshot
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Install the base system

- Installing the base system

Validating hiblogging -stdlog0...

(18) Mt & 23 ¥




Configure the package manager

Your installation CD or DVD has been scanned; its label is:

Debian GNU/Linux 9.12.0 _Stretch_ - Official amd64 NETINST 20200209-02:13

You now have the option to scan additional CDs or DVDs for use by the package manager (apt). Normally
these should be from the same set as the installation CD/DVD. If you do not have any additional CDs or
DVDs available, this step can just be skipped.

If you wish to scan another CD or DVD, please insert it now.
Scan another €D or DVD?

) Yes

Screenshot Go Back H Continue
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Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also

make newer versions of software available.

You are installing from a DVD. Even though the DVD contains a large selection of packages, some may be
missing. If you have a reasonably good Internet connection, use of a mirror is suggested if you plan to

install a graphical desktop environment.
Use a network mirror?

Screenshot
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Select and install software

Select and install software
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(22) %P No

debian O

Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the most used
packages on this system. This information influences decisions such as which packages should go on the
first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics
to the distribution developers. The collected statistics can be viewed on http://popcon.debian.org/.

This cheice can be later modified by running "dpkg-reconfigure popularity-contest".
Participate in the package usage survey?

) Yes

Screenshot [ Go Back H Continue
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Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can
choose to install one or more of the following predefined collections of software.

Choose software to install:

B Debian desktop environment

.. GNOME

.. ¥fce

.. KDE

.. Cinnamon
.. MATE

.. LXDE

[] web server

Oooogoo

[] print server
SSH server
standard system utilities

Screenshot Go Back H Continue
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debian O

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

Screenshot

Go Back H Continue
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~ debian 9

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manually
/dev/sda

Screenshot
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Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Screenshot Go Back H Continue
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o JIFs. ML uwHa
#AT A4 cd Jopt

root@debian:~#
root@debian:~# cd /opt
root@debian: /opt#

root@debian:/opt#
root@debian: /opt#

WiTae<S: tar zxvf grass-router-vps-2.1.2.targz



n-/0p
rootmdeb1an /opt# tar zxvf grass-router-vps-2.1.2.tar.gz
grass-router-vps-2.1.2/

grass-router-vps-2.1.2/README.md
grass-router-vps-2.1.2/apt-install.sh
grass-router-vps-2.1.2/debian9-x86_64.sh
grass-router-vps-2.1.2/patches/
grass-router-vps-2.1.2/patches/010-dump-fix.patch
grass-router-vps-2.1.2/patches/010-packet-pad-fix.patch
grass-router-vps-2.1.2/pkgs/
grass-router-vps-2.1.2/pkgs/admin/
grass-router-vps-2.1.2/pkgs/admin/omr-admin-config. json
grass-router-vps-2.1.2/pkgs/admin/omr-admin. py
grass—router—vps—z.1.2/pkgﬁ/adm1n/omr admin.service
grass-router-vps-2.1.2/pkgs/flask/
grass-router-vps-2.1.2/pkgs/flask/grassweb.py
grass-router-vps-2.1.2/pkgs/flask/grassweb.service
grass-router-vps-2.1.2/pkgs/flask/static/
grass-router-vps-2.1.2/pkgs/flask/static/css/
grass-router-vps-2.1.2/pkgs/flask/static/css/bootstrap-datepicker3.css
grass-router-vps-2.1.2/pkgs/flask/static/css/bulma.min.css
grass-router-vps-2.1.2/pkgs/flask/static/css/custom.css
grass-router-vps-2.1.2/pkgs/flask/static/favicon.png
grass-router-vps-2.1.2/pkgs/flask/static/js/

grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1
grass-router-vps-2.1

. /static/js/all.js
.2/pkgs/flask/static/js/bootstrap-datepicker.min. js
.2/pkgs/flask/templates/
.2/pkgs/flask/templates/details.html
.2/pkgs/flask/templates/layout. html
.2/pkgs/flask/templates/login.html
.2/pkgs/flask/templates/loglist.html
.2/pkgs/glorytun_tcp/

.2/pkgs/glorytun_tcp/glorytun

IR 6: HL & /etc/apt/sources.list 31

%Ay apt Be & SCf4: cp  Jetc/apt/sources.list  /etc/apt/sources.list.org

root@debian:~# ) )
root@debian:~# cp /etc/apt/sources.list /etc/apt/sources.list.org
root@debian:~#

FEHT apt BC B SO, #4Tr 4 cp Jopt/packages/sources.list  /etc/apt/

root@debian:~# )
root@debian:~# cp /opt/packages/sources.list /etc/apt/
root@debian:~#

AN Y .
KA apt Bt & CfF: cat  /etc/apt/sources.list
root@debian:~# cat fetc/apt/sources.list
#
# deb cdrom:[Debian GNU/Linux 9.13.0 _stretch_ - official amd64 DVD Binary-1 20200718-11:07 retch contrib main

. The followi entries
-hnuld amuncl them as appropr 2

1-updates main contrib
retch-updates main contrib

o LIRS BITRARHKMEA
ﬂ“)\/opt/packages H3: cd /opt/packages

root@deb1an;~# cd /opt/packages/

root@debian: /opt/packages#
root@debian: /opt/packages#




sed -i 's/™M//g' Llocal-apt-install.sh
VLI AM HIATTVE:  ctrl+V F ctrl+M, AT I

~oot@debian: /opt/packages#
~oot@debian: /opt/packages# sed -1 's/AM//g' Tocal-apt-install.sh

‘ootmdebwan foptfpackageﬁ#

AT 4 : chmod +x local-apt-install.sh

root@debian:/opt/packages#
root@debian:/opt/packages#
root@debian:/opt/packages# chmod +x Tlocal-apt-install.sh
root@debian:/opt/packages#
root@debian:/opt/packages#

#ATHT4: ./local-apt-install.sh

root@debian:/opt/packages#
@debian:/opt/packages#

ebian:/opt/packages# ./local-apt-install.sh

====BEGIN= =

file:/opt packages/ InRelease

file:/opt packages/ InRelease

file:/opt packages/ Release

file:/opt packages/ Release

file:/opt packages/ Packages

file:/opt packages/ Packages

file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
file:/opt packages/ Packages

file:/opt packages/ Packages

file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
file:/opt packages/ Packages

file:/opt packages/ Packages

file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
file:/opt packages/ Packages [145 kB]
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en
file:/opt packages/ Translation-en_HK
file:/opt packages/ Translation-en_HK
Reading package lists... Done

Reading package 1ists... Done

Building dependency tree

Reading state information... Done

The following NEW packageﬁ will be installed:

apt-transport-https

0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 0 B/171 kB of archives.

After this operation, 243 kB of additional disk space will be used.
Get:1 file:/opt packages/ apt-transport-https 1.4.11 [171 kB]
selecting prev1OUQ1y unselected package apt-transport-https.

VvV RWwn R WWOVMERWWUWV S ERWWRN N




Preparing to unpack ./bc_1.06.95-9+b3_amdb
Unpacking bc (1.06. 95- G+b3)
Selecting previously unselected package shorewall-core.
Preparing to unpack .../shorewall-core_5.0.15.6-1_all.deb ...
Unpacking shorewall-core (5.0.15.6-1) ...
Selecting previously unselected package shorewall.
Preparing to unpack .../shorewall_5.0.15.6-1_all.deb ...
Unpacking shorewall (5.0.15.6-1) ...
Processing triggers for systemd (232-25+deb9ul3)
Processing triggers for man-db (2.7.6.1-2)
Setting up bc (1.06.95-9+b3) ...
setting up lTibnetfilter-cthelperO:amd64 (1.0.0-1)
setting up shorewall-core (5.0.15.6-1)
setting up shorewall (5.0.15.6-1) ...
Processing triggers for systemd (232-25+deb9ul3)

00007

--- done ---

BPAT 24 /local-apt-install.sh

root@debian:/opt/packages#
root@debian:/opt/packages#
root@debian:/opt/packages# ./local-apt-install.sh

packages/ InRelease
packages/ InRelease
packages/ Release

packages/ Release

packages/ Packages
packages/ Packages
packages/ Translation-en_HK
packages/ Translation-en_HK
packages/ Translation-en
packages/ Translation-en
ackages,/ Packages

KB BR T tracebox 24k, ARVFA HANE R, Hirndl.

Preparing to unpack dh-autoreconf_14_all.deb ...
Unpacking dh-autoreconf (14) ...
dpkg: dependency problems prevent configuration of dh-autorecont:
dh-autoreconf depends on debhelper; however:
Package debhelper is not installed.

dpkg: error processing package dh-autoreconf (--install):
dependency problems - Teaving unconfwgured
Processing triggers for man-db (2.7.6.1-2)
Errors were encountered while processing:
dh-autoreconf

o Lo PUATLEBMA:
HENZHEAHF: od  /opt/grass-router-vps-2.1.2

rootmdeb1an;e#
root@debian:~# cd /opt/grass-router-vps-2.1.2/
root@debian:/opt/grass-router-vps-2.1.2#

root@debian: /opt/grass-router-vps-2.1.2#
root@debian: /Opt/grass router—qu -2.1. 2#

“ 1)

PATIIA: . /vps_install.sh (b & QAR 1S M 238 80 E R 00T R



rcot«ldeb'lan /opt/gl‘ai -vps-2.1.2# ./vps_install.sh

Selecting previously unselected package Tinux g .122-mptcp.
(Reading database ... 39336 files and directories currently installed.)
Preparing to unpack Tinux-image-4.14.122-mptcp_1.0+581db18_amd64.deb ...
Done.

Unpacking Tinux-image-4.14.122-mptcp (1.0+58

Setting up linux-image-4.14.122-mptcp (1. (=+5h1db1

Hmm. There is a symbolic 1ink /1ib/modules/4.14.122-mptcp/build
However, I can not read it: No such file or directory
Therefore, I am deleting /1ib/modules/4.14.122-mptcp/build

Hmm. The package shipped with a symbolic Tink /1ib/modules/4.14.122-mptcp/source
However, T can not read the target: No such file or directory
Therefore, am deleting /1ib/modules/4.14.122-mptcp/source

Running depmod.
Examining /et(/l\el‘nﬂ/pmtw t
run-parts: executing /etc/ki e1/po<t1n<t d/apt-auto-removal 14.122-mptcp /boot/vmlinuz
run-par xecuting /etc/kernel/posti 1/initramfs-tools 14.122-mptcp /boot/vmlinuz-4.14.122-mptcp
update-initramfs: Generating /boot/initr mg-4.14.122-mptcp
executing /etc/kernel/postinst.d/zz-update-grub 4.14.122-mptcp /boot/vmlinuz-4.14.122-mptcp

Generating grub configuration file
Found linux image: /boot/vmlinuz-4.14.122-mptcp
Found initrd image ] .14.122-mptep

Tinux imag i 0-18-amd64

initrd image /ini i 0- amd64

Tinux imag i 0- 13 amd64

initrd image: /boot/initrd 9.0-13-amd64

Selecting previously unselected package 1inux-headers-4.14.122-mptcp.

(Reading database . 43164 files and directories currently installed.)

Preparing to unpack Tinux-header .14, _1.0+581db18_amd64.deb ...

unpacking Tinux-header: 1. 81db.

Setting up Tinux-heade 14.122-mptcp (1.0+581db18)

Examining /etc/kernel/header_postinst.d.

Set MPTCP kernel as grub default

synchronizing state of haveged.service with_Sysv service script with /1ib/systemd/systemd-sysv-install.
Executing: /Tib/systemd/systemd-sysv-install enable haveged

Selecting previously unselected package shadowsocks-Tibev.

(Reading database . 62 f1'|e< and directories currently installed.)

Preparing to unpack shad ock: ibev_3.3.0-1_amd64.deb ...

unpacking shadowsocks- Tibev (3.3.0-1)

Setting up shadowsocks-1ibev (3.3.0-1)

Created symlink /etc/systemd/system/multi-user.target.wants/shadowsocks-1ibev.service -> /1ib/systemd/system/shadowsocks-1ibev.service.

ERETCIR, W GrassRouter VPS admin key, I H T Flis ) 2 & B2 A VF ] (license ),
LN B ILBENL U ARG . 1050% Key 1, RBAERSBEARFMHH.

iy
‘E’F
%w&

admm key‘
9E718

® LUR10: HEHRSAY, Dhroot B, HJAJG ssh unl H sl 65222
H G4 : reboot
Linux debian 4.14.122-mptcp #1 SMP Wed May 29 21:18:02 UTC 2019 x86_64

The programs included with the Debian GNU/Linux system are free software
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
GrassRouter VPS 2.1 >
Last login: Sun May 29 19:50:16 2022
root@debian:~#

JE Bl $)< GrassRouter VPS 2.1 >t B £ 48 il I 222 1 AR 55 2 Ak



FUGER Putty BB IRSS 2%, 3% 05 50N 65222,

Category:
=g Spssion Basic options for your PuTTY session
i TE"" I_.oglging Specify the destination you want to connect to
Tml'é::hnard Host Mame [or IP address) Port
- Bel 192.168.1.100 | [65222
- Features Connection type:
= Window (JRaw () Telnet () Rlogin @ 55H () Seral
Appea@nce Load, save or delete a stored session
- Behawiour
. Translation Saved Sessions
+- Selection | server |
Cu:-logrs Default Settings Load
= Connection new Sever
,: - Data Server Save
E ... Proxy sever 1
- Telnet SZserver Delete
- Rlogin
- 55H
- Senal Close window on exit:
(O Mways (O Never  (® Only on clean exit
| About Help Open Cancel

BENATAT I, A3 B SR T A, 3 yes, BEANAFATFHH

o DIR11: FCE NTP MRS AY (UM WAGHEAELAR L, T NTP &4 )

PAT 4 vi Jetc/ntp.conf

rer will

# pool.ntp.org maps to about 1000 low-stratum NTP se
oining the

# pick a diff 1T set every time it starts up.
# .r'u'n'n-l - .-'h‘!"t'.r'l I nl r'|1'.r'| o nin.html>
pool 0.debian. .ntp.org iburst

pool 1.debian.pool.ntp.org iburst

pool 2.debian.pool.ntp.org iburst

pool 3.debian.pool.ntp.org iburst

5 Your se
onsider j

server 12/.127.1.0
fudge 127.127.1.0 stratum 0

AR 2 Pool 03X —4T B . FTahi% “dad” K LA A ML
pool 0.debian.pool.ntp.org iburst

pool 1.debian.pool.ntp.org iburst

pool 2.debian.pool.ntp.org iburst

pool 3.debian.pool.ntp.org iburst

Pz “07 ARJEHN

server 127.127.1.0

fudge 127.127.1.0 stratum O

SRJGHE “ESC” B, IBRHARL,

wmJa, HFEA “x”, BlE, RAFBEBURRR.



# pool.ntp.org maps to about 1000 low-stratum NTP servers. Your server will
# pick a different set every time it starts up. Please consider joining the
# pool: <http://www.pool.ntp.org/join.html>

server 127 7.1.0
fudge 127.127.1.0 stratum O

# Access control configuration; see /usr/share/doc/ntp-doc/html/accopt.html f

o BIR12: FJH Nip
WiT8< - systemct! restart ntp

root@debian:/etc/shorewall#
root@debian:/etc/shorewall# systemct] restart ntp
root@debian:/etc/shorewall#
root@debian: /etc/shorewal 1#

® DI¥13. JilHE shorewall Bi-kHs, 0 123 ) udp % X
AT w4 echo 'ACCEPT net SFW udp 123 >>
/etc/shorewall/rules

@debian:/etc/shorewall# echo 'ACCEPT udp 123" >> fetc/shorewall/rules
:/etc/shorewal 1#

PAT@HS:  shorewall check

R AU RS shorewall check]
Checking using Shorewall 5.0.15.6...
Processing /etc/shorewall/params

Processing /etc/shorewall/shorewall.conf. ..
Loading Modules. ..

Checking /etc/shorewall/zones...

Checking /etc/shorewall/interfaces...
Determining Hosts in Zones...

Locating Action Files...

Checking /etc/shorewall/policy...

Adding Anti-smurf Rules

Adding rules for DHCP

Checking TCP Flags filtering...

Checking Kernel Route Filtering...

Checking Martian Logging...

Checking Accept Source Routing...

Checking /etc/shorewall/tcinterfaces...
Checking /fetc/shorewall/snat...

Checking MAC Filtration -- Phase 1...
Checking /etc/shorewall/rules. ..

Checking /etc/shorewall/conntrack. ..
Checking MAC Filtration -- Phase 2...
Applying Policies...

Checking /fusr/share/shorewall/action.Drop for chain Drop...
Checking /fusr/share/shorewall/action.Broadcast for chain Broadcast...
Checking /fetc/shorewall/stoppedrules...
Shorewall configuration verified
root@debian:/etc/shorewal 1#

AT shorewall save

root@debian:/etc/shorewal 1#
root@debian: /etc/shorewal1# FiBIRE] save
Currently-running Configuration Saved to /var/lib/shorewall/restore

root@debian:/etc/shorewal 1#
root@debian:/etc/shorewal 1#

HATA 4 shorewall reload



root@debian:/etc/shorewall# shorewall reload

Compiling using Shorewall 5.0.15.6...

Processing /etc/shorewall/params

Processing /etc/shorewall/shorewall.conf...

Loading Modules. ..

Compiling /etc/shorewall/zones...

Compiling /etc/shorewall/interfaces...

Determining Hosts in Zones...

Locating Action Files...

Compiling /etc/shorewall/policy...

Adding Anti-smurf Rules

Adding rules for DHCP

Compiling TCP Flags filtering...

Compiling Kernel Route Filtering...

Compiling Martian Logging...

Compiling Accept Source Routing...

Compiling /etc/shorewall/tcinterfaces...

Compiling /etc/shorewall/snat...

Compiling MAC Filtration -- Phase 1...

Compiling /etc/shorewall/rules. ..

Compiling /etc/shorewall/conntrack...

Compiling MAC Filtration -- Phase 2...

Applying Policies...

Compiling /usr/share/shorewall/action.Drop for chain Drop...
Compiling /usr/share/shorewall/action.Broadcast for chain Broadcast...
Generating Rule Matrix...

Compiling /usr/share/shorewall/action.Reject for chain Reject...
Creating iptables-restore input...

Compiling /etc/shorewall/stoppedrules...

Shorewall configuration compiled to /var/1ib/shorewall/.reload
Reloading Shorewall....

Initializing...

Setting up Route Filtering...

Ssetting up Martian Logging...

Setting up Accept Source Routing...

Setting up Traffic Control...

Preparing iptables-restore input...

Running /sbin/iptables-restore

IPv4 Forwarding Enabled

o DUR13: WMAMRSAHRIIIRSNH: netstat -nultp

root@debian: /etc/shorewall# netstat -nultp
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
0 0.0.0.0:65510 0.0.0.0 LISTEN 366/python3
0 0.0.0.0:65222 0.0.0. LISTEN 413/sshd
0 0.0.0.0:65301 0.0.0. LISTEN 376/openvpn
0 127.0.0.1:25 0.0.0. LISTEN 1104/exim4
0 0.0.0.0:65500 0.0.0.0:* LISTEN 544 /python3
0 65222 e LISTEN 413/sshd
0 65101 LISTEN 358/ss-server
0 ::1:25 d LISTEN 1104/eximd
0 0. 8 .0.0.0:%* /dhclient
0 . : .0.0. 68/ntpd
0 192. .0.0. 1568/ntpd
0 7.0.0.1:123 .0.0. 1568/ntpd
0 0.0.0.0:123 L0 1568/ntpd
0 80::3413:8ccf:b8b:123 d 1568/ntpd
0 80::20c:29ff:Fefc:123 1568/ntpd
0 ::1: 1568/ntpd
0 1568/ntpd
0 0 65101 g 358/ss-server
root@debian:/etc/shorewall#

o UIR14: FCENRSTAIH IP I HH IR 55 4%

® DR 15 BAME I MRS AT i

® DUk 16: WAL S EIT A A LS O



telnet JIk554% IP 65500
telnet x5 %% IP 65222
WMREERATE timed out, BUAZARS AT, @Rl :BH5E: B “Crl]” Fl quit

| 7.4pl Debian—10

0soft Telnet> quit

sh\admin

telnet fR%5%% 1P 65301
telnet fR55%% IP 65101
telnet JRZ5-%% 1P 65510



